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Network Intelligence Creates a Strong Foundation for Countering Advanced Threats

Difficult To Evade

So threats can't hide

L~
;?ig SIEM EDR ﬁﬁ& Covert & Agentless
T — Stay stealth

Ground Truth

From core to edge to cloud

ExtraHop NDR

(C [A hacker's] worst nightmare is that out-of-band [tool] that's capturing all the ROB JOYCE
data, understanding anomalous behavior that's going on. NATIONAL SECURITY AGENCY
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Network Data is Vital for Detecting MITRE ATT&CK Tactics
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Network Data is Vital for Detecting MITRE ATT&CK Tactics
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Network Data is Vital for Detecting MITRE ATT&CK Tactics
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NETWORK DATA ANALYSIS

Fundamental Breakthrough in ML and Analytics

PROVIDING ANSWERS IN REAL-TIME AND AT SCALE
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UNSTRUCTURED AUTO-DISCOVERY STREAM MACHINE INSIGHT AT IMMEDIATE
PACKETS AND CLASSIFICATION PROCESSING LEARNING 100 GBPS ANSWERS




Threat Signals Extracted From The Network in Real Time

HTTP INTEL

« 121.35.232.13 O
192.168.1.3:80

+ http://www.extrahop.com/
login

+ 35s response time - 95%
server delay

- 500 server error

+ SessionID: ACD53332
- Cookie:

+ UserName: john smith
I8 CRdeniD ge8i8 88181818

. User agent: Firefox53/
Windows1l0

SMB/CIFS INTEL

User: \\WORKGROUP\jsmith

- File: \\WS1l\Desktop\
a.ppt.encrypted

+ Method: WRITE

+ Access Time: 520 ms

+ Network Transfer Time: 10

« Bytes Transferred: 500 MB

+ UserName: john smith

DATABASE INTEL

- 192.168.23.5 [
192.168.25.8:1521

+ User: sa

* Query: select * from
accounts

+ 20s response time - 90%

S server delay
- Bytes Transferred: 100 KB

« Network Transfer Time: 0.5
ms
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« Error: ORA-00942 table or
view does not exist

KERBEROS INTEL

- 192.168.23.2 U
10:.1.3.5388

« User: ptdaniels

+ Message Type: TGS Request
« Server Realm: sa.local

+ 20 ms response time

+ Bytes Transferred: 119 B

« Network Transfer Time:
0.5 ms

- Error:
KDC_ERR CLIENT REVOKED
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Example - Command & Control - App Layer Protocol (MITRE ATT&CK T1071)

Once an attacker has compromised an internal host on
their target network, they establish a command & control
mechanism to control that host's behavior and use it for
further reconnaissance, credential access, and lateral
movement.

Command & Control activity is often disguised in
normal, chatty network protocol activity, such as
DNS, HTTP, and even FTP

Network derived Signals:

Unusual behavior across common C2 protocols like
DNS & HTTP

NG-IDS can detect specific malware leveraging C2
tactics

©2021 ExtraHop. Proprietary and Confidential.
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ExtraHop Full-Spectrum Detection

HYGIENE KNOWN ATTACKS UNKNOWN ATTACKS

Activity that represents risk: ports, IP addresses, domains, file names, Attacks that do not have a previously
protocols, cryptographic compliance, payload strings, or protocol behavior known identifier, but exhibit

and vulnerable or non-compliant observed in past attacks (including anomalous behavior that can be
services intelligence feeds) linked to part of the attack lifecycle

SPECTRUM OF DETECTION

v

A

MITRE atteck  NIST @CISControls
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|
Network Data is Critical For Detecting Advanced Threats

If you were compromised, how would you know?

/0% DARKSPACE

Attackers bypass defenses and have free rein

67% ENCRYPTED TRAFFIC
Malicious traffic is often encrypted

~

1|

“ 56 DAYS OF DWELL TIME
Median before attackers are found

&QA 72% DESTRUCTION OF LOGS
vy Attackers easily cover their tracks

meterpreter > run clearlogs

Clearing event logs, this will leave an event 517
[*] Clearing the security Event log

[*] Clearing the system Event log

[*] Clearing the application Event log

[*] Clearing the directory Event log

[*] Clearing the dns server Event log

[*] Clearing the file replication service Event log
All Clear! You are a Ninja!

meterpreter >

. . .
. .
------
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Keysight Technologies: You can’t secure traffic which you don'’t see

. Network data is the richest data source available for NetOps and
SecOps

«  Collected Network Data must be reliable and complete

- Data must collected and aggregated before it can be analyzed for
security threats

- Grooming to optimize the wire data feed

«  Decryption of Traffic (in 2019 87% traffic was encrypted)

«  Keysight Visibility Solution complements Extrahop by delivering all
the data needed for MITRE analysis

KEYSIGHT

TECHNOLOGIES
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12



Keysight Visibility: Single Data Collection Solution for all Network Data

Cloud e.qg.
Azure

40G

Switch

10G

Switch

| | |
t 'Hypervisors

Data Center / Private Cloud

KEYSIGHT

TECHNOLOGIES
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Single Pane of

Glass Analytics.

Metadata j
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» Aggregation
Filtering

Header Stripping
Data Masking
De-Duplication
Load Balancing
SSL Decryption
Packet Slicing
Sharing

1
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10-100Gbps !
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Best Practice: Continuous Security Validation

Misconfiguration
(4.9% fromlast DBIR)

Error
Misconfiguration

2015 2016 2017 2018 2019 2020
*2020 Verizon Data Breach Investigation Report



Reduce Misconfiguration Risk with Keysight Threat Simulator KEYSIGHT

TECHNOLOGIES

Improve security by ensuring proper configuration S s s e e e =S ESE=E 88;.{
.. . . ; e Deawemmae | Comditove | S T it ame " o A A CEOET oK1 11 YT (AT T
— Maximize your security tool investment and effectiveness N-————— =g W | :
— Quickly/easily identify misconfigurations and gaps = |S= :” = o e i H———
Easily remediate gaps in your coverage A = me TEmr o mT ? o
— Step-by-step instructions for fixes and optimal configuration = e ™ f: e m
— Risk/exposure measurements make it easy to prioritize N = ?: :._..M ‘
Safely simulate the entire kill chain = RS
— Real-world malware and techniques e.g. MITRE ATT&CK Cpr—

~ e.g. Simulate SUNBURST attack and get recommended fixes. - ...
Assess your detection/blocking capabilities = e

— Quantify exposure to specific threat vectors = -

— Seamless SIEM integration e

Stay ahead of the curve
— Continually reassess (ex. configuration changes or new threats)

Complements ExtraHop live traffic network detection and response




Next Steps

Welcome to

Ext ra H Op Revea | (X) Flip through a live attack investigation with ExtraHop Reveal(x),

network detection and response for the hybrid enterprise.

WPEXIBHOP  Dmbbowts Aerts Detections frcorn
T O ERZimy -

INVESTIGATE

N/
) 4

R ./

Try The Online Demo of Reveal(x)
360 Cloud Native NDR

KEYSIGHT

TECHNOLOGIES

KEYSIGHT

TECHNOLOGIES

PRODUCTS + SERVICES ~ SOLUTIONS  INDUSTRIES

SOLUTIONS

Network Visibility

Improve your network security and monitoring insights

Learn More About Keysight Network

Visibility


https://www.extrahop.com/demo/cloud/?uniqueid=437937415597&cid=&utm_source=google&utm_medium=cpc&utm_campaign=2020-cloud-dg-branded-cloud-na-google-search-mkg&utm_content=cloud-demo-ungated-lp&utm_term=b-%2Bextrahop%20%2Btrial&utm_region=noam&utm_product=cloud&utm_funnelstage=top&utm_version=no-version&adgroupname=2020-cloud-dg-branded-revealx-360-na-google-search-mkg&gclid=EAIaIQobChMI2oW3lPfr6wIVFBLnCh1YwwoBEAAYASAAEgKOo_D_BwE
https://www.keysight.com/us/en/solutions/network-visibility.html

Question & Answer

 Please submit your questions via
the Q&A chat.

 Leave your business card at our

booth if you:
 Did not get your question answered

« Want a copy of this presentation
« Want to enter to win the giveaway

KEYSIGHT

EEEEEEEEEEEE




Enter to WIN: Leave your business card at our booth

SECURESGC)
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$100 Amazon eGift Giveaway
1 in every 10 will win!

To enter” please

A joint booth with ExtraHop & Keysight! Learn more about each below!

Key51ght prowdes deep |nS|gnt |nto network trafﬁc and secumy ThIS dynamlc network
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& Security Demo
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